As an emerging computing mode, urban computing is mainly used to integrate, analyze and reuse urban resources by using perceptual computing, data mining and intelligent extraction to eliminate the phenomenon of data islands and provide wisdom for people to make decisions. But in the era of big data, the security and privacy leakage of users has become a major obstacle in urban computing. Taking medical big data as an example, this paper analyzed the risk of security and privacy leakage in the collection, transmission, storage, use and sharing of medical big data, and established a medical big data security and privacy leakage risk indicator system with 4 primary indicators and 35 secondary indicators. In addition, the weight of each indicator was calculated by GI method and entropy weight method. Then the fuzzy comprehensive evaluation model was established to verify the risk of medical big data security and privacy disclosure in urban computing. The results show that the risk of medical big data security and privacy leakage in the Grade II Level A hospitals is higher than that in the Grade III Level A hospitals, and in the life cycle of medical big data, the two stages of data storage, data use and sharing may cause more prominent problems of data security and privacy disclosure, while the data collection and data transmission are slightly less. Finally, the comparison of performance further proved the scientificity and effectiveness of this method.
I. INTRODUCTION
Driven by the wave of information technology, urban computing with urban backgrounds has emerged as an emerging field [1] , with categories including transportation, environment, economics, social, medical services, and urban planning [2] . It mainly provides data acquisition and analysis of various types of data in urban through intelligent extraction, data mining, and sensing technology to provide predictions and references for urban traffic conditions, disease spread, and house price trends, etc. [3] . From the perspective of the Internet, the core problem of urban computing is the use of intelligent sensors to collect and transmit data in the urban, The associate editor coordinating the review of this manuscript and approving it for publication was Rongbo Zhu . while managing and analyzing the data [4] . From the perspective of the Internet, the core problem of urban computing is the use of intelligent sensors to collect and transmit data in the urban, while managing and analyzing the data [5] . However, in the category of urban computing research, the field of medical services is quite special, because the data it involves is basically human-based [6] . As shown in Figure 1 , with the development of science and technology, the medical information data flow in urban computing contains four aspects: medical resources (electronic medical records, clinical testing, doctor-patient behavior, etc.), subject-related data resources (such as life sciences, demography, etc.), industry related data resources (such as medical insurance government), Internet data resources (such as social media) [7] , involves data on physiology, psychology, disease VOLUME 7, 2019 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ prevention and medical management generated during the whole life cycle of people's birth, aging, illness and death, basic necessities, transportation, industry, agriculture and business, etc. [8] . These data have important implications for medical research, commercial development, and more. According to the report, if hospitals can use the technology of intelligent extraction and data mining in urban computing to fully realizethe value of these data, it will bring hundreds of billions of profits to the medical industry every year. For example, by means of big data analysis tools in urban computing to help doctors to develop more scientific and effective diagnostic programs. In addition, insurance companies can use these data to update the forecast model in time [9] . It is worth noting that the development of medical digitalization in urban computing can indeed bring some value to people's medical treatment and medical research, but we must also consider the security problems brought by technology while enjoying the convenience. At present, medical data leakage incidents are not uncommon, and there are many problems in the sharing and use of medical data etc. in urban computing. At the same time, the informationization of the medical industry is in a critical period of development, and various new forms of Internet and medical are booming. The widespread application of new technologies such as cloud computing, mobile Internet and Internet of things has brought new challenges and threats to medical big data. Therefore, it is urgent to solve the information security issues throughout the life cycle of medical big data production, collection, storage, sharing, exchange, and use in urban computing [8] .
Medical data including three kinds of physical states: pictures and files, video and data flow, language and text, but no matter which scene application is hidden, it is closely related to human's privacy information, must ensure the user's personal privacy and information security [8] . If these private data are leaked, it will cause great harm to the patient's reputation and life, and even bring serious moral and ethical problems to the hospital [9] . In addition, the information leakage in the medical big data environment is not only the data itself, but more serious is that hackers steal patients' social security accounts and personal finance by mining the hidden information behind the data, endangering the patient's personal and property security [6] . Therefore, it is imperative to establish and improve the Internet and medical service security working mechanism in urban computing, and improve data security risk prevention measures and privacy protection [10] .
In this study, we firstly analyzes the security and privacy leakage risk indicators of medical big data collection, transmission, storage, use and sharing through brainstorming, Delphi, questionnaire, interview and field research. The combination of methods can reduce the influence of subjective factors to some extent. Then, the comprehensive weight of secondary indicators is calculated through the combination of GI method and entropy weight method. The combination of these two methods not only avoids the influence of subjective factors, but also avoids the loss of data hidden in objective information, making the evaluation results more accurate. Next, the fuzzy comprehensive evaluation model is used to evaluate the risk level of medical big data security and privacy disclosure. Finally, the risk reduction strategies corresponding to the four stages of data collection, transmission, storage, use and sharing in the life cycle of medical big data are presented.
The rest of this paper is organized as follows. Section 2 describes the progress and deficiencies in research on information security and privacy protection. Section 3 introduces the establishment process of medical big data security and privacy leakage risk evaluation index system and the calculation method of each index weight. Section 4 introduces the risk quantification method of medical big data security and privacy disclosure. Section 5 conducts experimental analysis with examples, and gives corresponding risk reduction strategies. Section 6 summarizes this article.
II. RELATED WORK
At present, few scholars specifically study the medical information security and privacy leakage in the urban computing environment, but some scholars have analyzed the information security issues in the construction of smart cities. For example, the literature [11] - [14] mainly studied the problem from the aspects of management mechanism, technology and infrastructure, and clarified the new information security management mode and measures. Wang [15] analyzed the personal information security issues in the context of smart cities from the legal level, and focused on the contents of legal documents. Ferraz and Ferraz [16] focused on the issue of citizen privacy violations in a smart city environment. Literature [17] analyzed the relationship between information security risk factors in smart cities, and established a set of information security risk assessment indicators and risk assessment methods. The above studies are only a macroscopic discussion of information security issues in smart cities and do not address specific data security and privacy issues. If the background of urban computing is abandoned, domestic and foreign scholars have already carried out relevant research on data security and privacy protection issues, including the following key technologies: access control technology, secure retrieval, and secure computing. Among them, access control technology is a research hotspot, and this method can be summarized into two categories: one is the technical route based on cryptography, and the other is the access control based on role and risk. The latter is more flexible and suitable for the complex environment of medical big data [18] . A report published by foreign scholar JASON in 2004 [19] is the first to introduce the concept of risk into the field of access control. The report gave some guiding principles and recommendations that should be met based on risk access control and defined the risk quantitative concept. Literature [20] , [21] introduced the concept of risk into fuzzy theory, increasing the flexibility of the authorization strategy. There are also some scholars who have proposed a riskbased access control model for medical systems to solve the problem of patient privacy leakage caused by excessive authorization or illegal access in medical systems [22] , [23] . Literature [24] - [30] analyzed the information security issues in the cloud environment from different levels, and established a cloud computing security evaluation index system. Literature [31] - [34] studied the privacy leakage of users, and established a user privacy risk assessment index system from different levels. G. Zhu et al. [35] constructed a privacy risk analysis indicator system from 3 aspects: social network platform, user behavior and external threats. Finally, the fuzzy risk analysis of social network privacy risk is carried out by AHP and entropy method. Li [36] researched the typical risks and information protection problems faced by personal information protection in the era of big data from the aspects of theory and justice. Meanwhile, corresponding countermeasures and suggestions were given.
In summary, it is not difficult to find that the current research on information security and privacy protection most focuses on the individuals and network systems in the cloud environment. In contrast, there are few studies on data security and privacy protection issues specific to the medical industry. Although some scholars have established risk indicators for data security and privacy leakage in some aspects of the medical big data life cycle, they do not give a specific risk assessment method for the medical industry. At the same time, the establishment of the risk indicator system and the calculation process of the weights of each index are not rigorous, and the results are greatly affected by subjective factors. Therefore, this paper is a necessary supplement to the research on security and privacy protection in the medical big data environment.
III. DESIGN OF RISK EVALUATION INDICATOR SYSTEM A. ESTABLISH RISK ANALYSIS INDICATOR SYSTEM
In the production, collection, transmission, storage, use and destruction of urban medical big data, there are different security and privacy leakage threats in each link. After consulting the medical industry and information security related professionals and analyzing a large number of domestic and foreign references, it is found that the medical big data industry security issues are most prominent in the four stages of data collection, data transmission, data storage, data usage and sharing, and the relationship between them is shown in Figure 2 . If the indicators of security and privacy leakage risk in the medical big data collection, transmission, storage, use and sharing can be correctly combed, controlled and managed, the probability of security and privacy leakage problems can be reduced to a large extent. Due to the rapid development of Internet and medical, the risk of security and privacy leakage of medical big data is partly intersected with the risk of network security and privacy leakage. In addition, the research achievements of the academic circle in network security have been quite rich, and the relevant indicator system is relatively mature. Therefore, the initial indicators of this paper will be extracted from the literature [27] , [30] , [32] , [35] , but in order to guarantee risk factors is more perfect, objective and accurate, this article will further by consulting relevant experts and relevant personnel of medical institutions (such as doctors, nurses, management personnel, technical personnel, etc.). In addition, by combining field research, Brain Storming, Delphi, Interview, questionnaire and other research methods, we modified and improved the preliminarily established risk index system, deleted some indexes of low importance, and dealt with repeated indexes in an interactive way. Finally, the risk factors of security and privacy disclosure of medical big data are identified and condensed from the aspects of data collection, transmission, storage, use and sharing. Combined with the indicator system construction process shown in Figure 3 
B. CALCULATE THE WEIGHT OF RISK ANALYSIS INDICATOR
Relevant risk indicators have been sorted out in section A, but our ultimate goal is to get an accurate risk value. Therefore, the factors need to be quantified. Through the analysis of the literature, the calculation methods of indicator weights are mainly divided into three categories: one is the subjective weighting method represented by Delphi method, expert investigation method, analytic hierarchy process, fuzzy analytic hierarchy process, GI method and extension goodness method. The other type is the objective weighting method represented by entropy weight method, multi-objective programming method and principal component analysis method. Subjective analysis is based on the decision maker's empowerment, and the results will be affected by subjective factors. However, the objective analysis method does not need the decision-maker to provide relevant information, and the calculation is carried out strictly according to the relevant model theory, but the result is relatively harsh, and some key indicators with small data differences may be ignored. Therefore, in order to make up for the shortcomings of subjective weighting method and objective weighting method, the third comprehensive screening weighting method appeared, which can reduce the influence of subjective factors without losing the data hidden in objective information.
Based on the previous research methods, this paper compares some typical weighting methods in Table 1 [37] , and combines the characteristics of medical big data security and privacy risk indicators to propose a risk indicator weighting method combining GI method and entropy weight method.
1) SUBJECTIVE WEIGHT CALCULATION BASEDON GI METHOD
The GI method was first proposed by Guo Yajun as a new algorithm for a kind of decision problem [38] . It overcomes the difficulty in constructing a two-two judgment matrix by AHP and ANP methods and the difficulty in passing the consistency test due to too many indicators. The central idea is also to compare the importance of the indicators in each indicator layer, but not to compare all the indicators in pairs. The specific calculation steps are as follows:
a: SORTING THE IMPORTANCE OF INDICATORS
Let the peer indicator set to {x 1 , x 2 , · · · x n } and determine the order relationship according to the following rules:
1) Invite the experts in the field to select one of the most important indicators from the indicator set
2) The expert continues to select the most important indicator items from the remaining n−1 indicator sets as x 2 . 3) After selecting m times, the expert continues to select the most important indicator item from the remaining n − (m − 1) as x m . 4) Finally, after the selection of n − 1, the only remaining one is marked as x n .
b: DETERMINE THE RELATIVE IMPORTANCE OF EACH INDICATOR
Let the ratio of the degree of importance between x n−1 and x n be denoted as r n , then r n = w n−1 w n , where w n represents the weight of the n-th indicator, and experts are also requested to score according to the relative importance of each indicator in Table 2 and w n−1 = r n w n ; n = j, j − 1, · · · 3, 2 (1) 
d: CLUSTER DECISION RESULT
Assuming that a total of t experts participate in the decisionmaking, the weight indicator of the k-th expert in decisionmaking is L k , then the cluster decision result w g j of the j-th indicator is expressed as:
The concept of entropy first appeared in thermodynamics. In 1948, Shannon proposed the concept of information entropy and solved the problem of quantitative measurement of information. In information theory, information entropy represents the uncertainty measure of the system in the disordered state. The basic idea of entropy weight method is to determine the objective weight of indicators according to their variability. The larger the entropy is, the smaller the variability of the indicator is, the less information it will provide [39] . On the contrary, the more information it will provide, the greater the role it will play in the comprehensive evaluation and the greater its weight will be.
Since the weights of the indicators calculated by GI method will be affected by experts' personal subjective factors, while the entropy weight method is an objective weight determined according to the variability of the indicators, and the subjective weights calculated by the GI method can be corrected to make the evaluation result more scientific and reasonable. Therefore, this section focuses on the specific steps of calculating indicator weight by entropy weight method.
a: CONSTRUCT JUDGMENT MATRIX X ACCORDING TO EXPERT SCORE TABLE
After the experts evaluate the indicators, the judgment matrix X m×n is obtained:
x 11 x 12 · · · x 1n x 21 x 22 · · · x 2n . . . . . . . . . . . .
b: DATA STANDARDIZATION AND NORMALIZATION Standardize the judgment matrix, so:
After normalization:
The normalized matrix:
: CALCULATE THE ENTROPY OF EACH INDICATOR
Assuming that the information entropy of the i-th indicator is e i , then:
Among them, 1 lnn > 0, x ij ∈ [0, 1], e i ∈ [0, 1].
d: CALCULATE THE WEIGHT OF EACH INDICATOR
Given that the information entropy of the i-th indicator is e i , the difference coefficient H i of the ith indicator can be expressed as:
Then the weight of the indicator w s i is expressed as:
3) COMPREHENSIVE WEIGHT CALCULATION
In some way, the subjective weight determined by the GI method is combined with the objective weight determined by the entropy method to obtain the weight of subjective and objective integration. Looking at the relevant literature, we can find that the Lagrange multiplier method or the weighted linear combination method is mainly used to calculate the comprehensive weight. The Lagrange multiplier method is calculated as follows:
where w j represents the combined weight of the subjective weight w g j obtained by the GI method and the objective weight w s j obtained by the entropy weight method, and n represents the number of indicators.
The calculation method of the weighted linear combination is as follows:
where ϕ represents the subjective coefficient, ϕ ∈ [0, 1], used to adjust the degree of influence to subjective factors on the results.
By comparing the above two formulas, it can be found that in Lagrange multiplier method, the proportion of subjective and objective factors is 1 to 1, while the weighted linear combination method adjusts the proportion of subjective and objective factors according to the actual situation. The purpose of this paper is to minimize the impact of external factors to make the indicator weight more objective and reasonable. Therefore, in order to ensure the accuracy of the results, this paper chooses the weighted linear combination method to adjust the subjective and objective proportion according to the actual situation. Invited 5 university experts who are very familiar with the medical field and 3 medical information security experts from Kunming First People's Hospital to score the subjective coefficient ϕ, and finally reached a consensus opinion, ϕ = 0.45. Therefore, the final composite indicator weight w j is expressed as:
IV. RISK QUANTIFICATION
In risk-based access control research, risk quantification is the focus of the whole research process [40] . Section 2 has determined risk indicators that affect medical big data security and privacy breaches, and calculated the weights of related indicators. Next, we need to quantify the risk according to the relevant indicators. Risk represents the possibility of the threat, which is an uncertain factor, but our ultimate goal is to comprehensively evaluate the risk level of medical big data security and privacy leakage. Therefore, according to the two characteristics of risk, one is not easy to quantify and it is an uncertain factor; the other is that it needs to be comprehensively evaluated according to relevant indicators [41] . Finally, we decided to use the fuzzy comprehensive evaluation method to quantify the risk of medical big data security and privacy leakage.
A. BASIC IDEAS AND PRINCIPLES OF FUZZY COMPREHENSIVE EVALUATION METHOD
The fuzzy comprehensive evaluation method is a method based on fuzzy mathematics to quantify some factors whose boundaries are not clear and difficult to quantify. The main idea is to comprehensively evaluate the membership level of the evaluation object from a number of factors.
The basic principle of the fuzzy comprehensive evaluation method can be roughly summarized into three steps [42] :
Step 1: Determine the indicator evaluation set of the evaluated object
Step 2: Determine the weights and membership vectors of each indicator to obtain a fuzzy evaluation matrix
Step 3: Fuzzy evaluation matrix and indicator weight vector for fuzzy operation to obtain fuzzy comprehensive evaluation results
B. MODEL AND STEPS OF FUZZY COMPREHENSIVE EVALUATION METHOD
When quantifying the security and privacy leakage risk of medical big data through fuzzy comprehensive evaluation method, it is mainly carried out from the following six aspects.
1) DETERMINING THE INDICATOR DOMAIN OF THE EVALUATION OBJECT
in which m represents the number of evaluation indicators, and in this paper refers to the number of indicators that affect the security of big data and privacy issues.
2) DETERMINE THE WEIGHT VECTOR OF EACH INDICATOR
In Section 2.2, the weights of the indicators have been calculated by the GI method and the entropy weight method. Here, a i (i = 1, 2, · · · , m) is used to indicate the weight of the i-th indicator. Finally, the weights of the indicators are recorded as A.
3) DETERMINING THE EVALUATION LEVEL DOMAIN
The evaluation level is a set of various evaluation results that the experts may make on the evaluation object, which is represented by V :
where v i represents the i-th evaluation result and n represents the number of division intervals for evaluation results. In this paper, it refers to the number of intervals for risk grades.
4) SINGLE FACTOR FUZZY EVALUATION
The single factor evaluation here refers to determining the membership degree of the evaluation object belonging to the evaluation set V from one indicator factor alone. After the fuzzy evaluation of each factor u i , the fuzzy membership degree of the evaluation object to each evaluation level is obtained from a single factor, so the fuzzy relation matrix R is determined.
in which r ij (i = 1, 2, · · · , m; j = 1, 2, · · · , n) represents the membership degree of the evaluated object to v j grade from factor u i . Different rows reflect the membership degree of evaluated objects to each evaluation set from different single factors. In addition, through the above analysis, it can be found that fuzzy relation matrix R is actually a fuzzy relation between indicator factor set U and evaluation set V .
5) MULTI-FACTOR FUZZY EVALUATION
The fuzzy comprehensive evaluation result vector B can be obtained by performing an integrated operation on each of the indicator weight vector A and the fuzzy relation matrix R.
6) ANALYZE THE FUZZY COMPREHENSIVE EVALUATION RESULTS
Since the result of the fuzzy comprehensive evaluation is a vector rather than a specific value, we need to further process the result. According to the relevant literature, we know that the current analysis of fuzzy comprehensive evaluation results mainly includes the following two methods: one is the principle of maximum membership degree, and the other is the principle of weighted average. When dealing with problems, it is necessary to select appropriate methods according to actual conditions.
V. EXPERIMENTAL ANALYSIS A. DATA SOURCES
This paper relies on the National Natural Science Foundation project ''Medical Big Data Privacy and Security Risk Measurement and Privacy Protection in the Cloud Environment'', with the cooperation unit ''Kunming First People's Hospital'' jointly developed the questionnaire on the importance of medical big data security and privacy leakage risk indicators. 11 experts related to the research direction were invited to fill in, and the questionnaire was collected and collected later. Finally, according to the feedback from 11 experts, the weights of 4 primary indicators and 35 secondary indicators are determined by GI method and entropy weight method respectively.
B. CALCULATE THE INDICATOR WEIGHT 1) GI METHOD DETERMINES THE INDICATOR WEIGHT
According to the feedback from the first expert, the importance order of the four primary indicators is:
The importance relationship between the indicators is as follows: r 2 = 1.1, r 3 = 1, r 4 = 1.1.
Then the weight of the primary indicator is:
. At the same time, the importance of the secondary indi- cators B 1 , B 2 , B 3 , B 4 , B 5 , B 6 , B 7 , B 8 , B 9 under the primary indicator A 1 in the feedback information of the expert is: 9 , the importance relationship between each indicator is as follows:
Then the single layer weight of the secondary indicator is:w 1 B 9 = (1 + r 2 r 3 r 4 r 5 r 6 r 7 r 8 r 9 + r 3 r 4 r 5 r 6 r 7 r 8 r 9 + · · · + r 8 r 9 + r 9 ) −1 = 0.038, w 1
252. Therefore, it is easy to obtain the comprehensive weight of the secondary indicator as follows: w 1 B 1 = 0.015, w 1 B 2 = 0.023, w 1 B 3 = 0.033, w 1 B 4 = 0.025, w 1 B 5 = 0.063, w 1 B 6 = 0.052, w 1 B 7 = 0.018, w 1 B 8 = 0.010, w 1 B 9 = 0.009. By analogy, the weights of the corresponding primary indicators and secondary indicators can be obtained through the above process according to the questionnaire of the other 10 experts. However, some secondary indicators are crossexisting. For example, B 6 in the secondary indicator belongs to both the primary indicator comprehensive weight is w k B 6A1 + w k B 6A2 . After the weights of indicators at all levels are calculated according to the questionnaire of each expert, which need to be sorted out to calculate the cluster decision results. Therefore, we must first quantify the familiarity of experts in this research direction, and the weight indicator L k of each expert can be calculated from the quantitative value d of expert familiarity in Figure 4 , where L k = d k / 11 i=1 d i . Finally, the weight of the secondary indicators in the medical big data security and privacy leakage risk indicator system is obtained by formula (2): The expert score sheet shown in Table 3 was obtained by statistic the scores of the indicators in the ''Medical Big Data Security and Privacy Leakage Risk Indicator Importance Questionnaire''. The judgment matrix R can be obtained from the expert scoring table:
4 4 4 5 3 3 · · · 3 4 7 6 5 4 5 · · · 4 6 6 5 4 6 5 · · · 5 5 4 4 4 3 3 · · · 3 7 6 7 7 6 6 · · · 8 8 7 5 7 6 5 · · · 6 . . . . . . . . . . . . . . . . . . . . . . . .
Then according to the formula (3) (4) (5), the data is normalized by the programming tool to obtain the result shown in Figure 5 . Organize the matrix X ij :
0.142857 0.142857 · · · 0.000000 0.000000 0.272727 · · · 0.000000 0.181818 0.181818 · · · 0.090909 0.250000 0.125000 · · · 0.000000 0.142875 0.071429 · · · 0.214286 0.187500 0.125000 · · · 0.062500 0.333333 0.166667 · · · 0.000000 0.130435 0.086957 · · · 0.130435 . . . . . . . . . . . . 0.142857 0.142857 · · · 0.071429
The weights of the secondary indicators in the medical big data security and privacy leakage risk indicator system are obtained by formula (6) 3) DETERMINE THE COMPREHENSIVE WEIGHT w g j and w s j have been obtained, so the weights based on the GI method and the entropy weight method can be determined from the formula (11), as shown in Figure 6 :
Take the Kunming city's first hospital as an example to evaluate the data security and privacy leakage risks of the hospital. Invite relevant experts and third-party evaluation agencies to conduct on-site investigations, security audits, software analysis and other research work.
Finally, experts give the hospital data security and privacy leakage risk analysis level V , and assign it: V = {high risk, slightly high risk, medium risk, slightly low risk, low risk} = {8, 6, 4, 2, 1}.
Refer to the relevant literature to count the number of voters in each risk level of the hospital [33] , as shown in Table 4 .
From Table 4 , the indicator weight vector A and the fuzzy relation matrix R can be generated: The survey results of the Kunming First People's Hospital showed that the hospital's medical big data security and privacy leakage risk is between medium and slightly high risk, but closer to medium risk. In addition, the same method also evaluates the risks of medical big data security and privacy leakage of another Grade III Level A hospitals and two Grade II Level A hospitals, and the results are 4.9320, 5.4876 and 5.3310 respectively. Finally, ranked by risk size is: the Grade II Level A hospitals > the Grade III Level A hospitals D. RESULT ANALYSIS This paper mainly evaluates the risks of medical information security and privacy disclosure involved in urban computing, and selects two Grade III Level A hospitals and two Grade II Level A hospitals respectively. The results show that the Grade III Level A hospital slightly lower than the Grade II Level A hospital in terms of data security and privacy risks. When selecting the hospital, it is mainly considered whether the key risk indicators during the data collection, storage, transmission, analysis and use phases are consistent. The survey shows that the key indicators of the four hospitals are roughly the same, and there is not much difference. Therefore, this also explains the reliability of the evaluation method in this paper to some extent. In view of the above results, it is recommended that the Grade II Level A hospitals should strengthen management in medical data, conduct risk analysis on a regular basis, and adopt certain risk reduction strategies timely to ensure the security of medical data and user privacy. However, in order to further strengthen the persuasiveness, we conducted a comparative analysis of the accuracy of the method in this paper. The results are shown in Figure 7 .
E. PREVENTIVE SOLUTION
The weights of the primary indicators can be obtained from Figure 6 : {w A 1 , w A 2 , w A 3 , w A 4 } = 0.192, 0.153, 0.304, 0.352}. As shown in Figure 8 , in the four stages of the collection, transmission, storage, analysis and use of medical big data, the weights occupied by the data collection and data transmission stages are relatively small, while the weights of the data storage and data analysis and use phases are relatively higher, according to this situation, we specifically analyze the reasons, and combine with the comprehensive weight of secondary indicators in Figure 9 to give the corresponding risk reduction strategy.
1) DATA COLLECTION PHASE
The data collection phase mainly collects data generated by sensors, smart devices, etc., most of which are raw data that has not been processed, resulting in the user's privacy completely out of the user's own control, so this stage of privacy issues is even more prominent. The key factors in the corresponding secondary indicators include: wearable device positioning function (0.0382), the patient's lack of right to know (0.0378), and third party malicious behavior (0.0376).
At this stage, privacy protection technologies such as cryptography, local differential privacy, social graph privacy, and location track privacy are recommended to prevent privacy breaches caused by malicious actions of wearable devices and third parties. In addition, an informed consent approach should be established that is consistent with the cultural characteristics of our country.
2) DATA TRANSMISSION PHASE
In the data transmission phase, the collected data is transmitted to a large database through terminal devices such as smart devices and sensors. The data security problem at this stage is more prominent. The Key factors in the corresponding secondary indicators include: lack of a unified data transfer protocol standard (0.395), service engine vulnerabilities (0.0365), and hacker attacks (0.0285).
At present, there are many kinds of data transmission protocols in the market, such as Bluethtooth Medical Device Profile, IEEE 11073-104xx specification, etc. Only when a compatible data transmission protocol is established can data security be guaranteed to a certain extent. At the same time, it is recommended to use VPN technology or SSL communication protocol in the data transmission phase to prevent hackers from attacking during data transmission, and regularly scan for security vulnerabilities to prevent security problems from happening in time.
3) DATA STORAGE PHASE
A large amount of valuable data is stored together, which will not only become the target of external hackers, but also become the main target of internal personnel to steal information, and also include the unauthorized use of some data. Therefore, the security issues facing the data storage hierarchy are multifaceted, including data security, platform security, privacy security and other security requirements. The key factors in the corresponding secondary indicators include: internal personnel stealing information (0.0375), virtual vulnerability (0.0343) and firewall vulnerability (0.0341).
In response to these problems, it is recommended to establish a management system of ''multi-level authorization and consistent responsibility'', and strict implementation of medical data confidentiality regulations. Establish and improve the personal privacy information protection mechanism, severely punish the illegal stealing, trafficking of medical information. At the same time, it is necessary to update the system patch in time, fundamentally solve the vulnerability problem, strengthen the firewall configuration, and improve the defense capability. In addition, third-party software can be used to provide a certain security guarantee for data storage.
Finally, in order to further ensure the security and privacy protection of data storage, technologies such as access control, secure retrieval, and secure computing can be adopted for big data security. Privacy protection can use differential privacy, k-anonymity, etc. 
4) DATA USE AND SHARING PHASE
The data collection, transmission, and storage stages are all for data usage and analysis services. This stage mainly uses data mining and other technologies to extract information hidden inside the data. Strictly speaking, the privacy issue at this stage is more prominent, but since the data is in the hands of people, the purpose of using the data is not controlled. There are also no specific laws and regulations. So, it is not surprising that data security and privacy issues at this stage are most prominent. The corresponding secondary key indicators include: hospital information platform interaction standard is not standardized (0.0438), data acquirer's dishonest behavior (0.035), lack of special laws and regulations (0.0345), security audit (0.0336), digital certificate reliability (0.0332) and so on.
In view of these problems, medical institutions need to further supplement and improve the standardization of hospital platform interaction and electronic medical record interaction to prevent data security problems from occurring due to inconsistent standards in the interaction process. In addition, China should strengthen laws, regulations and supervision mechanisms on the application of medical big data to prevent the illegal use of data by users. Finally, medical care organizations should establish a trusted digital identity management system to ensure that access to medical data is manageable, controllable, and traceable. At the same time, each user of the access system should implement unified identity identification and management to prevent unauthorized access and behavioral repudiation.
VI. CONCLUSION
As an emerging cross-cutting area, urban computing has generated a large amount of data in urban space using sensing technology and large-scale computer infrastructure. At the same time, the arrival of the era of big data has brought challenges and opportunities for urban computing. This paper analyzed the security and privacy risk assessment methods of medical big data by taking the medical service industry in urban computing as an example. However, in a complex cross-domain environment, ensuring that users' access to data is manageable, controllable, and traceable will be the next step of research.
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